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Your Digital World . . . 

 Laptop for work?

 iPhone or smartphone
with access to 
work email?

 Encryption?

 BYOD Policies?

 Vendor contracts?

 Data security policy?

 Record retention/destruction 
schedule?



Data Breach – Pervasive and Inevitable

 Since 2005:   Over 874 867
million records containing 
sensitive personal information 
were compromised in the U.S. 

 2013:  Over 257 7 million  
records were compromised in 
the U.S. 

 2014:  9.5 7.6 million  records 
have been compromised in the 
U.S. thus far

Sources:  A Chronology of Data Breaches, Privacy Rights Clearinghouse, 
September 19, 2014 (https://www.privacyrights.org/data-breach/new)



Famous Data Breaches



Data Breach – Government Sector
Over 145 million records 
compromised

 IRS posted SSNs on website

 US Investigations Services:
hacker exposed background
check info on 25,000
individuals

Sources:  A Chronology of Data Breaches, Privacy Rights Clearinghouse, September 19, 
2014 (https://www.privacyrights.org/data-breach/new)



“IRS Blamed in Massive South Carolina 
Data Breach”

Phishing scam.  Using employee password, hacker . . .
 Installed various malware that captured more user account 

passwords on 6 servers
 Accessed 6 servers and three dozen other systems
 Stole data including Social Security numbers of 3.8 million 

tax filers and 1.9 million dependents
 Stole data of 700,000 businesses, including 3.3 million bank 

account numbers and 5,000 credit card numbers
 Affected tax payers who filed returns electronically since 

1998 (?!!!)
 Why did the Governor blame the IRS?  Because the 

Internal Revenue Code does not expressly require SSNs 
to be encrypted

Source:  IDG News Service, author Jeremy Kirk
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California Government Agency Breaches

 Mailing to 41,000 Medi-Cal with 
SSNs on mailing labels

 Napa Health & Human Services 
lost flash drive

 Calif. Dept. of Child Support 
Services contracted courier who 
misplaced mail

 Cal-PERS payment document 
containing SSNs posted on city 
website



Low-Tech Data Breach
 Credit card “knuckle-scraper” 

papers 
 Unlocked file cabinets
 Unsealed envelopes in the 

mail
 Employees rummaging 

through files
 Inadvertently including PII or 

PHI on mail merged envelope 
labels

 Tossing PII or PHI without 
shredding

 Vendor laptops or storage 
devices are lost or stolen



Data Breach – the Costs
 Average total cost to a company:  $3.5 

million (in the U.S. $5.8 million)
 Average cost per record:  $145 (in the 

U.S. $195)
 A typical lost or stolen laptop cost an 

average of $49,246 due to data breach 
(80% breach response, 2% laptop 
replacement)

 Range of loss to individual:  $1,213 -
$975,527

Sources:  Verizon 2014 Data Breach Investigation Report; Open Security Foundation, 
datalossdb.org; and 2014 Cost of Data Breach Study:  Global Analysis, sponsored by 
IBM, conducted by Ponemon Institute



Personal Identifiable Information (PII)
Person’s first name or first initial and last name in 
combination with any one or more of the following, & 
either are unencrypted:

• Social security number;
• Driver’s license or 

identification card number;
• Account number, or credit or 

debit card number in 
combination with any 
required security code, access 
code or password that would 
permit access to account;

• Medical information or health 
insurance information; OR

User name or email address, plus password or 
security question and answer that would permit 
access to an online account.

See, e.g., Cal. Civ. Code §§1798.29 (g); 1798.80 (e); 1798.81.5; 1798.82 



What is a “Breach”?

Generally, it is the unauthorized

• Access to,
• Disclosure of,
• Use of,
• Modification of,
• Insufficient destruction of

Unencrypted PII



A Data Breach Under HIPAA

 Presumption that any unauthorized access, use or 
disclosure of protected health information (“PHI”) is 
a breach, unless Covered Entity demonstrates “low 
probability that PHI has been compromised based 
on a risk assessment”

 Encryption is still a safe harbor



The Patchwork of Laws

Federal Laws
 Gramm-Leach-Bliley Act of 1999 (GLBA regulated by FTC)
 FTC Standards for Safeguarding Customer Information Rule (16 CFR Pt 314)
 FTC Privacy of Consumer Financial Information Rule (16 CFR Pt 313)
 Internal Revenue Code, 26 USC §6713 (civil penalty)
 Internal Revenue Code, 26 USC §7216 (criminal penalty)
 Federal Credit Reporting Act (FCRA  regulated by FTC)
 Fair & Accurate Credit Transactions Act and Red Flags Rules (FACTA  regulated 

by FTC)
 Sarbanes-Oxley Act of 2002 (17 CFR Pts 232, 240, 249)
 Health Insurance Portability and Accountability Act (HIPAA) and the Health 

Information Technology for Economic and Clinical Health Act (HITECH Act) 
(regulated by HHS)

 Foreign Intelligence Surveillance Act (FISA)
 Federal Identity Theft and Assumption Deterrence Act



The Patchwork of Laws

States . . .
 47 46 States and the District of Columbia, Guam, Puerto Rico and the Virgin 

Islands 

 8 7 States added laws within last few years:  Alaska, District of Columbia, Iowa, 
Missouri, South Carolina, Virginia, West Virginia, and six months ago (April 2014), 
Kentucky

 No law: Alabama, Kentucky, New Mexico & South Dakota

 The law of the state of residency of individual, whose information has been 
compromised, applies!

 State Security Breach Notification Laws:
http://www.ncsl.org/issues-research/telecom/security-breach-notification-
laws.aspx



California Was the First
In 2005, California adopted its data breach 

notification law (Civ. Code §1798.82)

 Information Practices Act of 1977 (Civ. 
Code §§1798 et seq.)

 Data Breach Notification Law (Civ. 
Code §1798.82)

 Confidentiality of Medical Information 
Act (CMIA) (Civ. Code sec 999)

 Financial Information Privacy Act (Fin. 
Code §4052)



What does California law require?
 Cal. Civ. Code §1798. 21- Safeguards; administrative, technical and physical

◦ Each state agency shall establish appropriate and reasonable administrative, technical, and 
physical safeguards to ensure compliance with the provisions of this chapter, to ensure the 
security and confidentiality of records, and to protect against anticipated threats or hazards to 
their security or integrity which could result in an injury

 Cal. Civ. Code §1798.19 – Contracts with third parties
◦ With regard to contractors who handle/maintain personal information records for an agency, 

such state agency must require by contract that such contractors comply with the 
requirements imposed of this chapter.  And any contractor is considered to be an employee of 
the state agency

 Cal. Civ. Code §1798.22 – Designation of one person to be responsible
◦ Each agency shall designate an agency employee to be responsible for ensuring that the agency 

complies with all of the provisions of this chapter

 Cal. Civ. Code §1798.24 – Personal information
◦ No agency may disclose any personal information in a manner that would link the information 

disclosed to the individual to whom it pertains except for reasons expressly enumerated in 
this statute (1798.24 (a) through (v)).



What does California law require?
 Cal. Civ. Code §1798.81 - Disposal

◦ A business shall take all reasonable steps to dispose, or arrange for the disposal, of customer 
records within its custody or control containing personal information when the records are 
no longer to be retained by the business by (a) shredding, (b) erasing, or (c) otherwise 
modifying the personal information in those records to make it unreadable or undecipherable 
through any means.

 Cal. Civ. Code §1798.81.5 (b) – Procedures and practices
◦ A business . . . Shall implement and maintain reasonable security procedures and practices 

appropriate to the nature of the information, to protect the personal information from 
unauthorized access, destruction, use, modification or disclosure

 Cal. Civ. Code §1798.81.5 (c) – Contracts with 3d parties
◦ A business … shall require by contract that the third party implement and maintain 

reasonable security procedures and practices appropriate to . . . Protect the personal 
information



Data Security:  Preventing a Breach

1. Develop written data security policy and procedures (develop them, 
implement them, train users, routinely assess sufficiency, and update 
them) (administrative safeguard)

2. Identify a privacy & data security team, include HR, IT, Legal & 
Management (administrative safeguard)

3. Designate one person to be in charge of privacy & data security, 
including data breach incident response plan (administrative safeguard)

4. Educate and train employees how to identify and handle PII; spot 
phishing scams; and prohibit/restrict online activities) (administrative 
safeguards)

5. Require written contracts with vendors/independent contractors 
(administrative safeguard)



Data Security:  Preventing a Breach

6. Require strong passwords/authentication solutions (administrative 
safeguards)

7. Screen personnel during hiring phase (administrative safeguards)

8. Encrypt data, mobile and storage devices (technical safeguard)

9. Upgrade/update operating systems, firewalls and anti-malware software; 
consider remote wiping & other BYOD solutions (technical safeguard)

10. Shred paper documents as well as electronically stored information 
(beware . . . “delete” does not necessarily mean delete!) (administrative
& technical safeguards)



Data Security:  Preventing a Breach

11. Secure office access and lock filing cabinets (physical safeguards)

12. Consider independent IT/data security audit (administrative & 
technical safeguards)

13. Consider network risk insurance or cyber risk policy (administrative 
safeguard)



Some Online Resources
 There are many links to information and to PDF documents on 

FTC’s website specifically targeting data security:  
http://www.business.ftc.gov/privacy-and-security/data-security

 California’s Office of the Attorney General website also has several 
good resources: http://oag.ca.gov/privacy
◦ When you get to this page, scroll down and look in the column on the right side 

of the page for the links under “Business Resources.”

 Link to a list of State Security Breach Notification Laws on the 
National Conference of State Legislatures’ website, last updated on 
August 20, 2012:  http://www.ncsl.org/issues-
research/telecom/security-breach-notification-laws.aspx



If you have any questions . . .

Stephanie O. Sparks
Chair, Privacy & Data Security Group

Hoge Fenton Jones & Appel

408-287-9501
SOS@hogefenton.com



Network Security 

Los Angeles District Attorney’s Office
High Tech Crime Division

U//LES//FOUO



Insider Threat
 Approx. 80% of network breaches – insiders…
 Intentional and accidental



Enterprise Vulnerabilities

 How vulnerable is your workspace??   
Threat Vectors



Enterprise Vulnerabilities



Enterprise Vulnerabilities



Cyber Definitions

 Malware – malicious software written with malicious 
intent, performs actions without user’s permission…

- Computer viruses – replicates, parasitic properties
- Ransomware – locks computer, demands payment
- Worms – self-contained, does not infect code
- Trojan horses – malware disguised as good program
- Rootkits – completely takes control of OS
- Keyloggers – captures key strokes on keyboard
- Dialers – dials telephone numbers, financial loss
- Spyware or adware – automatically runs ads



Cyber Definitions

 Phishing – Act of attempting to acquire sensitive information-user 
names, passwords, financial details etc. by masquerading as a trustworthy 
entity.

URL

Read text carefully



Cyber Definitions

 Phishing Emails- Phishing emails may contain links to 
websites that are infected with malware.

URL

Odd Language



Cyber Definitions

 Phishing Email Attachments- Phishing emails may 
contain attachments that are infected with malware.

Zip files often used to conceal 
malware from antivirus protection

Grammatical errors 



Cyber Definitions

 Ransomware – malware which restricts access to 
the computer system that it infects, and demands a 
ransom paid to the creator of the malware in order for 
the restriction to be removed

- DOJ Virus
- FBI Virus
- Cryptolocker – extremely nasty
- Mandiant USA Cyber Security







Security Suggestions

 Social Engineering
 Passwords
 Internet Usage
 Email Attachments
 USB Drives (flash drives)
 Computer Safety



Social Engineering
 Prevention

- Verify Identity
- Never reveal passwords (co-workers or supervisors)
- Don’t reveal employee information
- Don’t participate in telephone surveys

 Actions
- Use caller ID to document number
- Take notes and get person’s name and position
- REPORT the incident



Passwords

 To withstand a “Brute Force” attack
-15 characters

- Change every 90 days

 Lock after 3 failed attempts
 Should contain one alpha, one number 

and one special character
 Do not re-use previous 5 passwords  



Passwords

 DON’Ts:
- Don’t write password down (memorize)

- Don’t use birthdays, names or sports teams
- Don’t share – even with a vender or IT support
- Don’t let anyone watch you enter 

- Don’t use any word in dictionary



Internet Usage

 Always, always, always check the URL of a 
website before accessing

 Read left to right…
 If unsure of website – do not access
 Check URLs using free tools:

- www.virustotal.com
- wepawet.iseclab.org



Stephanie O. Sparks
Chair, Privacy & Data Security Group

Hoge Fenton Jones & Appel
408-287-9501

sos@hogefenton.com

Mark Beaart
Assistant Head Deputy, High Tech Crimes Division

L.A. District Attorney’s Office
213-580-3316

mbeaart@da.lacounty.gov
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